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ABSTRACT

Software has become an integral part of everyday life. Every day, millions of people perform transaction
through various applications run by these software as internet, ATM, mobile phone, they send email etc.
People use software bearing in mind that it is reliable and can be trust upon and the operation they perform is
secured. Now, if this software have ensemble security hole then how can they be safe for use. Security brings
value to software in terms of people’s trust. The value provided by secure software is of vital importance
because many critical functions are entirely dependent on the software. With limited budget and time to
release software into the market, many developers often consider security as an after though. So in this work
we have given a model to improve the security in SDLC model by using different method.
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INTRODUCTION

Software security is the idea of software engineering to protect the software from the unauthorized
access and also protect from the malicious attack. Software security makes the system software
function continuously and correctly under malicious attack [1]. There is various approach currently
used for integrating security in software development life cycle model. Implementing security from
earlier stage of the software development makes the system fault free as possible and less vulnerable.
As the day by day technology increases there is wide use of software which increases the security
threat of software. Various security attacks due to security flaws in software harm the organization
and also affect the financial status as well as integrity of the organization. Security is not a unique
feature of software it’s a important part of the software which is to be done carefully during the
development of the software. Application security aspect must be integrated at software development
process. After development process testing is not sufficient because it’s too late to fix the bugs and
mistake. Security is implemented at every major phase of software development life cycle. There are
various approach is used to integrate the security at various level of SDLC Some of the author’s
focused the security at the initial phase(requirement & Design phase) and some at the other half
(coding & testing) of the development phases.[11]
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RELATED WORK ON THE ASSESSMENT OF SECURITY IN SDLC MODEL

In order to design software more secure there is many approaches have been adopted at the various
level of software development life cycle model. Some of these approaches givenbelow.

A.Software Security Rules:

There are twenty one rule is proposed in this paper to make software more secure. If these security
rules followed properly, it will help the security mechanism. These rules protect the software from
unauthorized access; protect software from being infected, provide access control of the software,
help to make software more accurate and consistent, also helps to improve the interoperability. [1]
Gegick and Williams also proposed a regular expression-based attack pattern [9] .In this approach
software component is used to identifying the vulnerability in software design. It consists of attack
library of abstraction which is used by software engineers conducting Security Analysis for Existing
Threats to match their system design. If a match found then it indicate that vulnerability exit in the
system being analyses and helps to overcome these flaw before start coding. Threat modeling is an
important activity carried out at the development phase to protect the software application from threat
and vulnerability in order to provide a more accurate sense of its security [2], identify vulnerabilities,
threats, attacks and countermeasures which could influence a software system [3]. Threat modeling
helps to understanding how a malicious attacker chooses targets, locates entry points and conducts
attacks [4]. The key to threat modeling is to measure where most effort is needed to make system
software more secure [15]. Architectural risk analysis is also used to identify vulnerabilities and
threats at the design phase of SDLC. The threat and vulnerability may be malicious or non-malicious
in nature due to a software system. It examines the preconditions that must be present for the
vulnerabilities to be exploited by various threats. The advantages of architectural risk analysis is that
it enables developers to analysis software system from its component level to its environmentallevel
in order to evaluate the threats, vulnerabilities and shock at each level.[5][28] . Attack trees approach
is used to characterize the security of the system. In this approach attackers tree is generated and the
root of the tree is represent the goal of attackers. The node of the tree represent the different type of
action is taken by the attackers to accomplish his goal. The attack tree is used to analyze the risk and
also in design, implement and measure the attack. So this approach is basically used in design phase
of the SDLC [6]. Attack net is the similar approach to attack tree which include places equivalent to
node in attack tree to point out the state of attack. In this when event move from one place to another
place are captured in the transition and the transition point out the path of an attacker takes [7]. The
vulnerability tree approach the tree is constructed and on the basis of this tree we find out the how
one vulnerability relates to another and the steps an attacker may take to reach the top of the tree.
Vulnerability trees help to analyze the different possible attack scenario that attackers can take to
exploit the vulnerability [8]. The neural network approach, security flaws is analyzed in software
design based on the abstract and matching technique through which software flaws can be easily
identified when attack pattern is matched to the design. The Williams and Gegick [9] proposed
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regularly expressed attack pattern is used to identify the actor and software components. Online
vulnerability database is used to identify the attack scenario corresponding to attack pattern. Three
layer feed forward back propagation is used to for the architecture of the neural network. A training
data is passing as an input and the input is match to online vulnerability database.[10][12]

PROPOSED WORK

As attackers become more sophisticated, there are new ways of exploiting software. In addition, new
software and development environments will establish new types of vulnerabilities that presently
may be unknown. To ensure that the software development community continues to implement
effective countermeasures against the latest known attacks, it is important to analyze the latest
exploits to see whether they represent any new types of attacks. Only after the attacks are
characterized can effectively handle. In addition, analyzing the latest exploits and generating new
attack patterns is an essential prerequisite to the creation of effective security policies.

In this regards we have created new policies which includes various counter measures to abolish

the attacker’s effect over the software. These policies over the different phases of the software
development cycle as shown in the figure.
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REQUIREMENT ANALYSIS

The purpose of the Requirements Analysis is to transform the needs and high-level requirements
specified earlier into measurable, testable, traceable, complete, consistent, and stakeholder-approved
requirements. The problem is that existing methods of developing secure software usually do not
satisfy the requirements about security threats, risk assessment, security mechanisms and finally a
systematic process for software security [16][32]

ARisk Analysis and Awareness

Analyzing risk at the requirement phase is minimizing the cost of the project. After analyzing the risk
at earlier stage and reducing them makes the software more secure and less vulnerable. [30][32]

g.Categorizations of Information

In this the requirement is divided in to functional and nonfunctional requirement, which helps fulfill
the entire requirement and makes the software more secure. [17][18]

¢.Security Requirements

There have been numerous research activities in different contexts of Security requirement. The most
important of which is to develop methods of eliciting and modeling security requirement. Use cases,
misuse cases are widely accepted methods of eliciting, documenting and analyzing functionality
requirements of systems. So it helps to improve security and overcome to the security flaws. [19]-
[23], [31]

DESIGN

In order to design software more securely and flaw less many approaches have been adopted for
assessing the security in software designs during the design phase of Software development lifecycle
model. Design one of the most important phases to develop software which meets all the requirement
and security features. In this work we have used the methodologies which are best for the security
features.

A.Threat Modeling

Threat modeling is an important activity carried out at the development phase to protect the software
application from threat and vulnerability in order to provide a more accurate sense of its security. [2]
Threat modeling is a technique that can be used to identify vulnerabilities, threats, attacks and
countermeasures which could influence a software system [3]. Threat modeling helps to
understanding how a malicious attacker chooses targets, locates entry points and conducts attacks [4].
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Threat modeling addresses threats that have the ability to cause maximum damage to a software
application.
The key to threat modeling is to measure where most effort is needed to make system software more
secure. [15]

gArchitectural Risk Analysis

Architectural risk analysis is used to identify vulnerabilities and threats at the design phase of SDLC.
The threat and vulnerability may be malicious or non-malicious in nature due to a software system. It
examines the preconditions that must be present for the vulnerabilities to be exploited by various
threats. The advantages of architectural risk analysis is that it enables developers to analysis software
system from its component level to its environmental level in order to evaluate the threats,
vulnerabilities and shock at each level.[5][28]

o Attack Trees

This approach is used to characterize the security of the system. In this approach attackers tree is
generated and the root of the tree is represent the goal of attackers. The node of the tree represent the
different type of action is taken by the attackers to accomplish his goal. The attack tree is used to
analyze the risk and also in design, implement and measure the attack. So this approach is basically
used in design phase of the SDLC. [6]

nAttack Nets

Attack net is the similar approach to attack tree which include places equivalent to node in attack tree
to point out the state of attack. In this when event move from one place to another place are captured
in the transition and the transition point out the path of an attacker takes. [7]

£.The Vulnerability Tree:

In this approach the tree is constructed and on the basis of this tree we find out the how one
vulnerability relates to another and the steps an attacker may take to reach the top of the tree.
Vulnerability trees help to analyze the different possible attack scenario that attackers can take to
exploit the vulnerability.[8]

#.The Neural Network Approach:

In this approach security flaws is analyzed in software design based on the abstract and matching
technique through which software flaws can be easily identified when attack pattern is matched to the
design. The Williams and Gegick [9] proposed regularly expressed attack pattern is used to identify
the actor and software components. Online vulnerability database is used to identify the attack
scenario corresponding to attack pattern. Three layer feed forward back propagation is used to for the
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architecture of the neural network. A training data is passing as an input and the input is match to
online vulnerability data base. [10][12]

.Risk Assessment and Risk Mitigation:

As the design begins to take shape, the risk assessment perform, which is the process of analyzing
and measuring risk, and establishing an acceptable level of risk for the system. Risks are assessed by
examining possible threats, identifying the vulnerabilities, and impact of vulnerability. Once the risk
is identified, a risk mitigation strategy can be established. In this work for the risk identification and
mitigation, threat modeling, attack tree, vulnerability tree is used which is most efficient for this
purpose. [25][26]

CODING

In this phase all the component of the software coded by the developer. At this stage the main
vulnerability is buffer overflow and it can’t be stressed more so it is very important to safeguard the
code against letting in such vulnerability. In this work we have tried to make code more secure.

A.Cognizance of Security Risk:

It is the job of leader and security officer to stress the importance of security in whole team. They

should know the security risk, guidelines, procedure of the organization [25]

8.Secure Coding

Some of the security guidelines and rule that need to be followed when writing the code. Some of
these as follow.

Input validation

Hostile environment
Open standards

Trusted component
Always authenticate
Native security protection
Fail securely

Log monitor audit.

Least privilege

Exception handling
Strong cryptography
Random number [25][26]
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¢-Static Analysis Tools/Code Audit

Tools that scan source code for common vulnerability; it’s a good way to discover the vulnerability
in the code. It’s an analysis of source code of a project with the intent of discovering bugs, violations

of programming conventions. It’s a part of secure coding which reduce the error before software is
released. [25][27][29]

TESTING

Testing is very important and valuable phase in the software development lifecycle. It is better to
start testing at initial phase to avoid the difficulty by correcting the bugs at last stage. The importance
of testing in SDLC is to improve reliability, performance and remove bug and makes software more
secure.

The security testing performs by quality assurance team, formal evaluation, risk based security
testing, secure test plan, privilege test, and other types of testing like unit testing , penetration testing.
So in this work we have improve security of the software by using different type testing and analysis
[25][27][33]

Risk based security testing is based on the threat model and attack pattern [27] So it is also helpful
to remove the flaws and vulnerability in design phase also.

A.lntegration/Quality Assurance Testing

In this type testing the entire module assembled and tested as an integrated application. Authorization
and authentication test also perform. So it helps to overcome from security flaws. [25][27]

g.Penetration Testing

This is the last stage of the testing in which professional hacker attempt to penetrate the system.
Penetration testing helps to protect unauthorized access of the system and malicious attack. It is good
idea to have this testing done by the outsider or by third party who had no involvement in design and
development of the system.[25-27]

c.Test Security Controls

Security controls are safeguard or counter measures that minimize and avoid the security risk. The
safeguard is an action, device or a technique that reduces threat, vulnerability, and attack by
eliminating and preventing it or by discovering it so that the correct action can be taken.[34][35]. So
it is very important test the security controls at this stage. It helps to avoid security risk. [25]

n.Risk Analysis and Secure Test Plan

Risk is a potential that chosen action or activity will lead to undesirable result or loss. Risk is the
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effect of uncertainty on objective. So better and secure test plan is needed to minimize the risk and
overcome future uncertain events. A three step test plan is used to identify and remove the risk. [36]

Explore the System

|

ldentify Vulnerabilities

J

Test for Exploitability

[36]

Test performs to understand the system that can’t be obtained by the public knowledge. Then,
individual vulnerabilities are tested, based on an understanding of the threats. Finally, any
vulnerability identified is further tested to determine the risk of exploitation they represent. [36]

CONCLUSION

The entire models discussed above have many advantages and limitation. We have studied various
model and their methodologies to making software more secure and to protect software from
unauthorized access. Some of the author’s focused the security at the initial phase (requirement &
Design phase) and some at the other half (coding & testing) of the development phases. [11] In this

work we have work on enhancing security by integrating individual phase to a single proposed
model. After applying to we have found that the security risk is minimized and also security flaws,
vulnerability are removed at some level. So this model is very useful for enhancing the security in
SDLC when secure software is needed.
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